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1 What Is CloudTable

CloudTable is a fully managed data storage and analysis service based on HBase,
Doris, and ClickHouse. It provides data storage and analysis capabilities ranging
from gigabytes to petabytes, catering to scenarios such as online queries, data
warehousing, data marts, and real-time analysis. Widely applicable across
industries, CloudTable serves the Internet, Internet of Things (IoT), Internet of
Vehicles (IoV), finance, government, logistics, manufacturing, and retail sectors.

Architecture
The following figure shows the architecture of CloudTable.

Figure 1-1 Architecture

● Doris: MySQL-compatible database that is suitable for complex multi-table
analysis, outperforming traditional MPP databases.

● ClickHouse: supports multidimensional aggregation analysis for large and
wide tables (with 10,000 columns), subsecond-level response, and full self-
service analysis.

● HBase: supports high concurrency and millisecond-level query response.

Advantages
● Wide applicability: CloudTable is compatible with multiple engines (such as

HBase, Doris, and ClickHouse).
● High reliability: The architecture is highly available and the kernel is optimized

to improve system stability.
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● Cost-effectiveness: Cold and hot data can be segregated, utilizing different
compression algorithms to reduce storage costs.

● Easy to use: Analysis clusters can be swiftly established through the console
within minutes. The platform offers comprehensive cluster management,
monitoring, and alarm reporting functions. With robust SQL statement
support, you can focus on extracting value from your data without concerning
yourself with the underlying infrastructure.

New to CloudTable
If you are new to CloudTable, consider exploring the following information:

● Basic knowledge
This section covers the fundamental principles and scenarios of CloudTable
components, along with specific concepts and functions related to CloudTable.

● Getting started
The Getting Started part provides detailed operational guidance using
practical samples. You can create and utilize CloudTable clusters based on this
guide.

● Advanced features and operation guides
If you are an existing CloudTable cluster user, consult the User Guide to create
clusters, configure parameters, and monitor alarms.
If you are a developer, you can develop, run, and debug your applications
according to the Application Development Process and sample project
provided by CloudTable.
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2 Application Scenarios

2.1 HBase Application Scenarios

Storage and Query of Message Logs

Application Scenarios:

Structured and semi-structured key-value data can be stored and queried,
including messages, reports, recommendation data, risk control data, logs, and
orders.

Advantages:

● Mass storage

Offline and online storage of massive volumes of key-value data, and flexible
capacity expansion

● High-performance read/write

100-million-level write throughput, millisecond-level query latency for
presenting online applications and reports

● Enriched ecosystem

A large number of Hadoop ecosystem components, integrated with HUAWEI
CLOUD products

Profile Storage and Query

Application Scenarios:

Labels are used to describe characteristics of people and objects. Each person or
object has a set of labels that are uncertain because data is frequently updated.
This type of data is widely used in marketing decision-making, recommendation,
and advertising systems.

Advantages

● Sparse matrix
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The sparse matrix model of HBase is suitable for storing unstructured data.
No schema needs to be predefined for tables and no strict column definition
is required among rows.

● Easy update
You can update any rows at any time without performance loss. HBase built-
in versioning mechanism is used to save multiple historical versions of data.

Storage and Queries of Mass Key-Value Data
● Data types

Structured and semi-structured key-value data, including messages, reports,
recommendation data, risk control data, logs, and orders.

● Application scenarios
CloudTable allows high-speed write of mass online and offline key-value data
and low-latency data queries. It applies to online applications or report
display. CloudTable can easily scaled to achieve HA and low-latency storage
and queries of vast amounts of data.

2.2 Doris Application Scenarios
Based on Doris, CloudTable provides fully managed real-time data warehouse
services and query results of mass data can be returned in subseconds. Doris
supports high-concurrency point queries and high-throughput complex analysis.
All this makes Doris an ideal tool for report analysis, ad-hoc query, unified data
warehouse, and data lake query acceleration. On Doris, users can build various
applications, such as user behavior analysis, AB test platform, log retrieval
analysis, user portrait analysis, and order analysis.

Doris is widely used in the following scenarios:
● Reporting analysis

– Real-time dashboards
– Reports for in-house analysts and managers
– Highly concurrent user-oriented or customer-oriented report analysis

(customer-facing analytics): such as website analysis and ad reporting
that usually require thousands of QPS and quick response times
measured in milliseconds. A successful user case is that Doris has been
used by an e-commerce company in ad reporting, where it receives 10
billion rows of data per day, handles over 10,000 QPS, and delivers a 99th
percentile query latency of 150 milliseconds.

● Ad-hoc query. Analyst-oriented self-service analytics has irregular query
patterns and needs high throughput requirements. Doris helps build growth
analytics platforms (Growth Analytics, GA), using user behavior data for
business growth analysis, with an average query latency of 10 seconds and a
95th percentile query latency of 30 seconds or less, and tens of thousands of
SQL queries per day.

● Unified data warehouse construction. Doris allows users to build a unified
data warehouse via one single platform and save the trouble of handling
complicated software stacks. A unified data warehouse with Doris simplifies
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the architecture by replacing its old complex one that consisting of Spark,
Hive, Kudu, HBase, and Phoenix.

● Data lake federated query. Doris avoids data copying by federating the data in
Hive using external tables, and thus achieves outstanding query performance.

2.3 ClickHouse Application Scenarios
ClickHouse, an abbreviation for "Click Stream + Data WareHouse", serves as a web
traffic analysis tool initially designed for OLAP analysis within data warehouses
based on page click event flows. ClickHouse has a large number of applications
and practices worldwide. It is widely used in various fields such as Internet
advertising, apps, web, telecommunications, finance, and IoT. It suits business
intelligence ideally.

ClickHouse is widely used in the following scenarios:
● User behavior analysis

Collect use data such as user clicks and browsing duration from the Internet
(websites, APPs, and games) and import the data to ClickHouse to construct a
wide table for user feature analysis. With the excellent query performance of
ClickHouse, multi-dimensional and multi-mode analysis requests can be
responded within subseconds. This helps quickly analyze user behaviors for
precision marketing and member conversion.

● Enterprise operations analysis
Large-scale transaction data is imported to ClickHouse to construct a large
wide table with hundreds of millions of records and hundreds of dimensions.
Queries are responded within subseconds. ClickHouse supports personalized
statistics and uninterrupted analysis at any time, facilitating business decision-
making.

● Visitor source analysis
User behaviors are associated in user access logs through batch offline
computing and a wide table of user behavior paths is generated and then
synchronized to ClickHouse. A visualization system is built based on
ClickHouse to display the interactive visitor source analysis results.

● BI reports
Use ClickHouse to construct real-time interactive query reports to analyze
core service metrics such as orders, revenues, and number of users in real
time.

● User segmentation statistics
Construct a user information table, select user attribute, tag data, and filter
criteria in real time, and perform people feature statistics analytics based on a
large number of data records.
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3 Components

3.1 HBase

Introduction to HBase

HBase is a column-oriented distributed cloud storage system that features
enhanced reliability, excellent performance, and elastic scalability. It applies to the
storage of massive amounts of data and distributed computing. You can use
HBase to build a storage system capable of storing terabytes to petabytes of data.
With HBase, you can filter and analyze data with ease and get responses in
milliseconds, rapidly mining data value.

HBase applies to the following scenarios:

● Mass data storage
HBase applies to TB- or even PB-level data storage and provides dynamic
scaling capabilities so that you can adjust cluster resources to meet specific
performance or capacity requirements.

● Real-time query
The columnar and key-value storage models apply to the ad-hoc query of
enterprise user details. The primary key–based low-latency point query
reduces the response latency to seconds or even milliseconds, facilitating real-
time data analysis.

For details about HBase architecture and principles, visit https://
hbase.apache.org/book.html.

HBase Cluster Management Functions

CloudTable is a distributed and scalable key-value data storage service provided by
Huawei Cloud. CloudTable provides the following functions of HBase cluster
management on the web-based console:

● Creating a cluster: You can create a cluster on the CloudTable console. You
can select the computing and storage separation architecture and dynamically
adjust computing resources to reduce costs.
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● Managing a cluster: You can manage a created cluster.
– Metric monitoring: The system collects monitoring data during cluster

running, reports the data to Cloud Eye (CES), and displays the cluster
running status in graphics. When a metric is spotted as abnormal, a
message is sent for notification so that users and administrators can
handle this problem in a timely manner.

– Deleting a cluster: You can delete a cluster that is no longer needed. This
is a high-risk operation. Deleting a cluster may cause data loss. Therefore,
before deleting a cluster, ensure that no service is running and all data
has been saved.

– Restarting a cluster: You need to restart a cluster if HBase parameters of
this cluster have been modified or the system runs slowly due to long-
time running. Restart may cause data loss in running services. If you have
to restart a cluster, ensure that there is no running service and all data
has been saved.

– Querying alarms: If either the system or a cluster is faulty, CloudTable
will collect fault information and report it to the network management
system. Maintenance personnel will then be able to locate the faults.

– Querying logs: Cluster, job, and configuration operations are recorded,
helping locate faults in case of cluster operating exceptions.

Advantages
● Native HBase APIs: CloudTable HBase is designed to be compatible with

native HBase APIs, ensuring high availability of the architecture through the
separation of computing and storage for enhanced reliability, along with in-
depth kernel optimization.

● Ease of use: Secondary indexes are supported to meet non-primary key query
requirements.

● Low costs: Cold and hot data can be segregated to fulfill the needs of data
archiving and the storage of historical data with infrequent access, thereby
minimizing storage expenses.

● Stability and Reliability: CloudTable HBase provides stable and reliable
performance through hotspot diagnosis and self-healing mechanism.

● Visualized monitoring and O&M: CloudTable HBase offers visualized
monitoring and user-defined alarm rules, simplifying system operation and
maintenance.

3.2 Doris

Introduction to Doris

Doris is a high-performance, real-time analytical database based on MPP
architecture. It can return query results of mass data in sub-seconds and can
support high-concurrency point queries and high-throughput complex analysis. All
this makes Doris an ideal tool for report analysis, ad-hoc query, unified data
warehouse, and data lake query acceleration. On Doris, users can build various
applications, such as user behavior analysis, AB test platform, log retrieval
analysis, user portrait analysis, and order analysis.
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Doris, formerly known as Palo, was initially created to support ad reporting
business. Currently, the Apache Doris community has gathered more than 300
contributors from hundreds companies in different industries, and the number of
active contributors is close to 100 per month. In June 2022, Apache Doris
graduated from Apache incubator as a Top-Level Project. Doris now has a wide
user base in China and around the world. Doris has been used in the production
environment of more than 500 enterprises worldwide. Of the top 50 Chinese
Internet companies by market capitalization (or valuation), more than 80% are
long-term users of Doris. It is also widely used in some traditional industries such
as finance, energy, and manufacturing.

Cluster Management Functions
● Creating a cluster: You can create a cluster on the CloudTable console. You

can select the compute and storage specifications of Frontends and Backends
when creating a Doris cluster.

● Viewing a cluster: You can view cluster details on the CloudTable cluster
management page.

● Managing a cluster: You can manage a created cluster.
– Viewing monitoring metrics of a cluster: After interconnecting with CES,

you can view monitoring metrics of Doris clusters and the cluster running
status is displayed in graphics. When a metric is spotted as abnormal, a
message is sent for notification so that users and administrators can
handle this problem in a timely manner.

– Restarting a cluster: You need to restart a cluster if the system runs
slowly due to long-time running. Restart may cause data loss in running
services. If you have to restart a cluster, ensure that there is no running
service and all data has been saved.

– Deleting a cluster: You can delete a cluster that is no longer needed. This
is a high-risk operation. Deleting a cluster may cause data loss. Therefore,
before deleting a cluster, ensure that no service is running and all data
has been saved.

– Expanding a cluster: You can perform capacity expansion on the console
if you need more resources. There are two methods for cluster capacity
expansion, that is, adding nodes (node scale-out), expanding disk
capacity (vertical expansion), or expanding specifications.

Advantages
● High performance: Doris is equipped with an efficient column storage engine,

which not only reduces the amount of data scanning, but also implements an
ultra-high data compression ratio. At the same time, Doris also uses various
index technologies to speed up data reading and filtering. Using the partition
and bucket pruning function, Doris can support ultra-high concurrency of
online service business, and a single node can support up to thousands of
QPS. Further, Doris combines the vectorized execution engine to give full play
to the modern CPU parallel computing power. Doris supports materialized
view to accelerate pre-aggregation, and uses the query optimizer to optimize
queries based on planning and costs.

● Ease of use: CloudTable Doris adheres to standard ANSI SQL syntax,
encompassing single-table aggregation, sorting, filtering, multi-table joins,
subqueries, and advanced SQL constructs like window functions and
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GROUPING SETS. In addition, it is also compatible with MySQL protocol,
which allows users access Doris through various BI tools.

● Simple architecture: Doris has only two types of processes, that is, Frontend
(FE) and Backend (BE). The FE node is responsible for user request access,
query plan parsing, metadata storage, and cluster management. The BE node
is used to store data and execute query plans. Doris can function as a
complete distributed database management system and users can run the
Doris cluster without installing any third-party management and control
components. In addition, both FE and BE nodes support horizontal expansion.
A cluster can be expanded to hundreds of nodes and can store more than 10
petabytes of data.

● Stability and reliability: Data can be stored in multiple copies and Doris
clusters are capable of self-healing. Its distributed management framework
can automatically manage the distribution, repair, and balancing of data
copies. When a data backup is damaged, the system can automatically detect
the damage and repair it.

● Rich ecosystem: Doris provides rich data ingest methods, supports fast loading
of data from localhost, Hadoop, Flink, Spark, Kafka, SeaTunnel and other
systems, and can also directly access data in MySQL, PostgreSQL, Oracle, S3,
Hive, Iceberg, Elasticsearch and other systems without data replication. At the
same time, the data stored in Doris can also be read by Spark and Flink, and
can be output to the upstream data application for display and analysis.

3.3 ClickHouse

Introduction to ClickHouse
ClickHouse offers easy-to-use, flexible, and stable hosting services in the cloud. A
data warehouse can be created in minutes for massive real-time data query and
analysis, improving the overall efficiency of data value mining. By leveraging the
massively parallel processing (MPP) architecture, ClickHouse can query data
several times faster than traditional data warehouses.

Cluster Management Functions
● Creating a cluster: You can create a cluster on the CloudTable console.
● Viewing a cluster: You can view cluster details on the CloudTable cluster

management page.
● Restarting a cluster: You need to restart a cluster if the system runs slowly

due to long-time running. Restart may cause data loss in running services. If
you have to restart a cluster, ensure that there is no running service and all
data has been saved.

● Deleting a cluster: You can delete a cluster that is no longer needed. This is a
high-risk operation. Deleting a cluster may cause data loss. Therefore, before
deleting a cluster, ensure that no service is running and all data has been
saved.

Advantages
● High performance: ClickHouse employs column-oriented storage. This means

data of the same type is stored into the same column, bringing a higher data
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compression ratio. Generally, the compression ratio can reach 10:1,
significantly reducing storage costs and read overhead, and improving query
performance.

● Replication mechanism: ClickHouse supports data replication using ZooKeeper
and the ReplicatedMergeTree engine (of Replicated series). When creating a
table, you can specify a storage engine and determine whether to replicate
the table.

● Easy-of-use: You can create a ClickHouse analysis cluster in minutes on the
console. No underlying infrastructure management is needed, helping you
focus on analyzing data value with complete SQL statements.

● Superior performance: Queries are processed as quickly as possible by using
distributed MPP architecture and all available hardware. The query efficiency
is several times faster than traditional data warehouses and a single query
can process up to terabytes of data per second.

● Security and reliability: Your clusters are independently deployed in isolated
VPCs for more secure data access.

● Lower costs: Cost-effective devices on the cloud are used to build a cost-
effective hosted ClickHouse cluster.
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4 Security

4.1 Shared Responsibilities
Huawei guarantees that its commitment to cyber security will never be
outweighed by the consideration of commercial interests. To cope with emerging
cloud security challenges and pervasive cloud security threats and attacks, Huawei
Cloud builds a comprehensive cloud service security assurance system for different
regions and industries based on Huawei's unique software and hardware
advantages, laws, regulations, industry standards, and security ecosystem.

Figure 4-1 illustrates the responsibilities shared by Huawei Cloud and you.
● Huawei Cloud: Ensure the security of cloud services and provide secure

clouds. Huawei Cloud's security responsibilities include ensuring the security
of our IaaS, PaaS, and SaaS services, as well as the physical environments of
the Huawei Cloud data centers where our IaaS, PaaS, and SaaS services
operate. Huawei Cloud is responsible for not only the security functions and
performance of our infrastructure, cloud services, and technologies, but also
for the overall cloud O&M security and, in the broader sense, the security and
compliance of our infrastructure and services.

● Tenant: Use the cloud securely. Tenants of Huawei Cloud are responsible for
the secure and effective management of the tenant-customized
configurations of cloud services including IaaS, PaaS, and SaaS. This includes
but is not limited to virtual networks, the OS of virtual machine hosts and
guests, virtual firewalls, API Gateway, advanced security services, all types of
cloud services, tenant data, identity accounts, and key management.

Huawei Cloud Security White Paper elaborates on the ideas and measures for
building Huawei Cloud security, including cloud security strategies, the shared
responsibility model, compliance and privacy, security organizations and
personnel, infrastructure security, tenant service and security, engineering security,
O&M security, and ecosystem security.
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Figure 4-1 Huawei Cloud shared security responsibility model

4.2 Asset Identification and Management
CloudTable allows you to identify and manage resources using projects.

Application Scenarios
Generally, your service system may use multiple Huawei Cloud services. You can
set tags for different resource instances of these cloud services. These tags are also
displayed in the billing records of each service. If your system is composed of
multiple applications, setting the same tag for all resource instances used for each
application helps you easily analyze resource usage and costs.

For CloudTable, tags are used to identify and classify purchased CloudTable
clusters. If you add tags to a cluster, CDRs generated by the requests for this
cluster will contain these tags. Using the tags, you can classify CDRs for detailed
cost analysis.

4.3 Identity Authentication and Access Control
Identity Authentication

You can access CloudTable through the CloudTable console or CloudTable APIs. In
either way, access requests are sent through the RESTful APIs provided by
CloudTable.

CloudTable APIs can be accessed upon successful authentication. Requests sent
through the CloudTable console and requests for calling APIs can both be
authenticated using tokens.

Access Control
You can use Identity and Access Management (IAM) to implement fine-grained
permissions management. IAM provides identity authentication, permissions
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management, and access control, helping you secure access to your Huawei Cloud
resources.

For more information about IAM, see IAM Service Overview.

You can grant permissions by using roles and policies.

● Roles: A coarse-grained authorization mechanism provided by IAM to define
permissions based on job responsibilities. This mechanism provides a limited
number of service-level roles for authorization. When using roles to grant
permissions, you also need to assign the roles that the permissions depend
on. Roles are not ideal for fine-grained authorization and least privilege
access.

● Policies: A fine-grained authorization mechanism that defines permissions
required to perform operations on specific cloud resources under certain
conditions. This type of authorization is more flexible and is ideal for secure
access control. For example, a specific user group is not allowed to delete a
cluster. Only basic CloudTable operations (such as creating and querying jobs)
are allowed.

Table 4-1 lists all the system-defined roles and policies supported by CloudTable.

Table 4-1 CloudTable system-defined role

System-
Defined
Role

Description Cat
ego
ry

Dependencies

cloudtable
Administra
tor

Administrator
permissions for
CloudTable

Syst
em-
defi
ned
role

The Tenant Guest and Server
Administrator roles need to be
assigned in the same project.

 

4.4 Data Protection Technologies

Data Storage Security

CloudTable's all system-defined policies encrypt your personal data (such as
username, password, and mobile number) during transmission to prevent the data
from being obtained by unauthorized or unauthenticated entities or individuals.

Data Destruction Mechanism

If you delete CloudTable resources, any personal data you have stored in the
cluster will also be deleted.

When you delete your mobile number and email address on the console and
disable message notifications, the mobile number and email address will also be
deleted from the database.
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Data Transmission Security
Your personal data is encrypted using TLS 1.2 or TLS 1.3 during transmission. All
API call data of CloudTable can be encrypted for transmission.

4.5 Auditing and Logging

Auditing
Cloud Trace Service (CTS) records operations on the cloud resources in your
account. You can use the logs generated by CTS to perform security analysis, audit
compliance, track resource changes, and locate faults.

For details about the CloudTable operations that can be recorded by CTS, see
CloudTable Operations That Can Be Recorded by CTS. After you enable CTS and
create and configure a tracker, CTS starts recording operations for auditing. For
details about how to enable CTS and view trace details, see the Cloud Trace
Service Getting Started.

CTS allows you to configure key event notifications. For details, see Configuring
Key Event Notifications. With CTS, you can monitor high-risk and sensitive
operations related to IAM in real time. If you perform such an operation when
using CloudTable, CTS sends a notification to subscribers in real time.

Logging
CloudTable reports all its component operation logs to Log Tank Service (LTS). LTS
collects log data from cloud services. By processing massive amounts of logs
efficiently, securely, and in real time, LTS provides useful insights for you to
optimize the availability and performance of cloud services and applications. It
also helps you efficiently perform real-time decision-making, device O&M
management, and service trend analysis.
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5 Permissions Management

If you need to assign different permissions to employees in your enterprise to
access your CloudTable resources, IAM is a good choice for fine-grained
permissions management. IAM provides identity authentication, permissions
management, and access control, helping you efficiently manage access to your
cloud resources.

You can use your cloud account to create IAM users, and assign permissions to the
users to control their access to specific resources. For example, some software
developers in your enterprise need to use CloudTable resources but must not
delete them or perform any high-risk operations. To achieve this result, you can
create IAM users for the software developers and grant them only the permissions
required for using CloudTable resources.

If your cloud account does not require individual IAM users for permissions
management, you can skip this section.

IAM is free. You pay only for the resources in your account. For more information
about IAM, see IAM Service Overview.

CloudTable Permissions

By default, new IAM users do not have any permissions assigned. You need to add
a user to one or more groups, and assign permissions policies or roles to these
groups. The user then inherits permissions from the groups it is a member of. This
process is called authorization. After authorization, the users can perform specified
operations on CloudTable based on the permissions.

CloudTable is a project-level service deployed and accessed in specific physical
regions. To assign CloudTable permissions to a user group, specify the scope as
region-specific projects and select projects for the permissions to take effect. If All
projects is selected, the permissions will take effect for the user group in all
region-specific projects. When accessing CloudTable, the users need to switch to a
region where they have been authorized to use cloud services.

Table 5-1 describes the system-defined role supported by CloudTable. Because
cloud services interact with each other, the CloudTable role is dependent on the
roles of other services to implement functions. When assigning a CloudTable role
to users, you need to also assign dependent roles for the CloudTable permissions
to take effect.
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Table 5-1 CloudTable system-defined role

System-
Defined
Role

Description Cat
ego
ry

Dependencies

cloudtable
Administra
tor

Administrator
permissions for
CloudTable

Syst
em-
defi
ned
role

The Tenant Guest and Server
Administrator roles need to be
assigned in the same project.

 

Table 5-2 lists the common operations supported by each system policy of
CloudTable. Please choose proper system policies according to this table.

Table 5-2 Common operations supported by each system policy

Mode Operation cloudtable Administrator

Cluster
mode

Creating a cluster √

Restarting a cluster √

Expanding cluster capacity √

Deleting a cluster √

Configuring parameters √

Viewing the cluster list and
cluster details of CloudTable

√

Viewing monitoring information √

Viewing audit logs √

 

Helpful Links
● IAM Service Overview
● Creating a User and Granting Permissions
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6 Usage Restrictions

Pay attention to the following restrictions before you use CloudTable.

● CloudTable clusters must be created in VPC subnets.
● You are advised to use one of the following browsers to log in to the

CloudTable management console.
– Chrome 36.0 or later
– Mozilla Firefox 35.0 or later
– Internet Explorer 9.0 or later

If you use Internet Explorer 9.0, you may fail to log in to the CloudTable
management console because user Administrator is disabled by default
in some Windows systems, such as Windows 7 Ultimate. The Internet
Explorer automatically selects a system user for installation. As a result,
the Internet Explorer cannot access the management console. Reinstall
Internet Explorer 9.0 or later (recommended) or run Internet Explorer 9.0
as user Administrator.

– Edge: 13.0 or later
● When you create a CloudTable cluster, the system will create a default

security group. Do not delete or change the default security group. Deleting
or changing the default security group may cause a cluster exception and
affect the use of CloudTable clusters.

● Do not assign the access permission for security groups used by CloudTable to
prevent malicious access.

● CloudTable does not save the initial password you set for logging in to a
node. Please set and keep the password. To prevent malicious attacks, you are
advised to set a password with a high complexity.

● Cluster nodes are used only for running CloudTable clusters. You are advised
to apply for an independent ECS to deploy your other client applications and
business applications.

● Currently, CloudTable does not have a security authentication mechanism. If
HBase with an authentication mechanism is required, you are advised to use
the HBase component in MRS.

● When creating a table in Doris, it is advisable to avoid using a single backup
to ensure data reliability. Cloud services disclaim liability for any data loss or
tablet damage arising from a single backup.

CloudTable Service
Product Description 6 Usage Restrictions

Issue 03 (2025-08-19) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 17



● Restrictions on Doris specifications: 8 vCPUs and 32 GB memory or higher are
recommended for production. 4 vCPUs and 16 GB memory or 8 vCPUs and 16
GB memory can be used only for test. The cloud service does not assume any
responsibility for production problems caused by small specifications.

● When creating a table in ClickHouse, it is advised to employ the Replicated
series engines to enhance data reliability. Again, cloud services disclaim
liability for any data loss or damage arising from a single backup.

● Do not enable the MOB feature for the HBase service in the CloudTable
cluster. Using this feature may lead to table data read failure and JVM crash.
For existing HBase tables, run the following command in the command line
hbase shell to check whether the table description contains the keyword
MOB. If it is contained, contact O&M engineers to set the table non-MOB.
desc 'Table name'
For example, if the value of IS_MOB is true in the following command
output, the HBase MOB feature is enabled:
hbase:009:0> desc 't3'
t3
COLUMN FAMILIES DESCRIPTION
{NAME => 'd', MOB_THRESHOLD => '102400', VERSIONS => '1', KEEP_DELETED_CELLS => 'FALSE', 
DATA_BLOCK_ENCODING => 'NONE', TTL => 'FOREVER', MIN_VERSIONS => '0', REPLICATION_SCOPE 
=> '0', BLOO
MFILTER => 'ROW', IN_MEMORY => 'false', IS_MOB => 'true', COMPRESSION => 'NONE', 
BLOCKCACHE => 'true', BLOCKSIZE => '65536'}

● In the cold and hot data separation scenario, hot disks do not support scale-
in.

● ClickHouse does not support the JSON and Object('json') data types.
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7 Quota Description

CloudTable users' default basic resources are as follows:

● Instances
● CPUs
● Memory capacity (GB)
● Disks
● Disk capacity (GB)

For details about how to view and modify quotas of the preceding resources, see
Quotas.
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8 Related Services

Identity and Access Management (IAM)

CloudTable uses Identity and Access Management (IAM) for authentication.

For more information about IAM, see the documentation of Identity and Access
Management.

Elastic Cloud Server (ECS)

CloudTable uses an Elastic Cloud Server (ECS) as a node in the cluster.

For more information about ECS, see the documentation of Elastic Cloud Server.

Virtual Private Cloud (VPC)

CloudTable uses Virtual Private Cloud (VPC) to provide a network topology for
clusters to isolate clusters and control access

For more information about VPC, see the documentation of Virtual Private Cloud.

Object Storage Service (OBS)

CloudTable uses Object Storage Service (OBS) to store data backups and
snapshots, making storage secure, reliable, and cost-effective.

For more information about OBS, see the documentation of Object Storage
Service.

Cloud Data Migration (CDM)

CloudTable uses Cloud Data Migration (CDM) to migrate data from multiple data
sources on the cloud and on-premises or third-party cloud to an HBase table of a
CloudTable cluster.

For more information about CDM, see the documentation of Cloud Data
Migration.
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Cloud Trace Service (CTS)
CloudTable uses Cloud Trace Service (CTS) to provide users with operation records
of CloudTable resource operation requests and request results for querying,
auditing, and backtracking.

For more information about CTS, see the documentation of Cloud Trace Service.

Cloud Eye Service (CES)
CloudTable uses CES to monitor cluster performance metrics, delivering status
information in a concise and efficient manner. CES supports alarm customization
so that you can keep track of all exceptions in real time.

For more information about CES, see the documentation of Cloud Eye.

Log Tank Service (LTS)
CloudTable users can view collected cluster logs or dump logs on the LTS console.

For more information about LTS, see the documentation of LTS.
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9 Basic Concepts

HBase Table
An HBase table is conceptually a three-dimensional mapping. It maps a row key, a
column primary key, and a timestamp to a cell value. All data within HBase is
stored in these table cells.

Column
Column is a dimension of an HBase table. The column name is in the format of
<family>:<label>, where <family> and <label> can be any combination of
characters. An HBase table consists of a set of column families. Each column in
the HBase table belongs to a column family.

Column Family
A column family is a collection of columns stored in the HBase schema. To create
columns, you must create a column family first. A column family organizes data
with the same property in HBase. Each row of data in the same column family is
stored on the same server. Each column family can be one attribute, such as
compressed packages, timestamps, and data block cache.

Timestamp
A timestamp is a 64-bit integer used to index different versions of the same data.
A timestamp can be automatically assigned by HBase when data is written or
assigned by users.

Index
CloudTable is a big data storage service that provides efficient key value (KV)
random query. On this basis, CloudTable introduces self-developed distributed
multidimensional term index feature. The storage format and computing are
based on a bitmap. You can define which fields in HBase need to build a term
index based on service requirements. Term data is automatically generated when
you write data. In addition, the term index provides efficient multidimensional
term query APIs based on the Lucene syntax. The APIs are applicable to scenarios
such as user profile, recommendation system, AI, and spatiotemporal data
analysis.
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CloudTable supports a term index (a terminology used in Apache Lucene to
represent tag index). You only need to create a CloudTable cluster to develop a
client application on an ECS for a multidimensional term query.

Partition
Partitions divide a table's data into distinct logical segments based on defined
criteria. Logically, a single table is split into multiple partitions, which simplifies
data management.

Bucketing
Data is divided into different buckets based on the hash values of bucketing
columns.

FE (Frontend)
Frontend nodes process user access requests, plan query parsing, and manage
metadata and nodes.

BE (Backend)
Backend nodes are responsible for both storing data and executing query plans.
Data is divided into shards and replicated across multiple backend nodes for
redundancy and availability.

Replicas
To ensure data security and maintain high service availability during exceptional
circumstances, ClickHouse offers a replica configuration that replicates data from
a single server to two or more redundant servers.

ClickHouse Shard
In ultra-large-scale massive data processing scenarios, the storage and computing
resources of a single server can become a significant bottleneck. To enhance
service efficiency, the cloud database ClickHouse employs a distributed
architecture where massive datasets are stored across multiple servers. Each server
is responsible for storing and processing a subset of the overall data. Within this
architecture, each such server is referred to as a shard.
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